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Abstract: In computer systems security, role-
based access control (RBAC) or role-based
security is an approach to restricting system
access to an unauthorized users. RBAC is a policy
neural access control mechanism defined around
roles and privileges. The components of RBAC such
as role —permissions, user-role, and role-role
relationships make it simple to perform user
assignments. When data resides in the Cloud, they
reside outside the organizational bounds. This leads
users to a loss of control over their data and raises
reasonable security concerns that slow down the
adoption of Cloud computing. The Cloud service
provider may access the data. Now | present the
data centric access control solution in  which
enriched role based access in security is
focusing on protecting data regardless the CSP
that hold it. Proxy Reencryption techniques are
used for more security. By using the RBAC the
dataowner need not to be always in online ,they set
privacy when they upload files and also the client
need not to be wait for long time for accepting their
request and one of the easy method to set privacy.

This paper based on company scenario.

INTRODUCTION

Security is one of the main user concerns for
the adoption of Cloud computing. Moving
data to the Cloud usually implies relying on
the Cloud Service Provider (CSP) for
data protection. Although this is usually

managed based on legal or Service Level
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Agreements  (SLA), the CSP could
potentially access the data or even
provide it to third parties. Moreover,
one should trust the CSP to
legitimately apply the access control rules
defined by the data owner for other
users. Users may loss control on their
data. This situation leads to rethink about
data security approaches and to move to a
data-centric approach  where data are
self-protected whenever they reside.
Encryption is  the most widely used
method to protect data in the Cloud. There is
no data-centric approach providing a Role-
based Access Control (RBAC) model for
access control in which data is encrypted
and self-protected. The proposal in this
paper supposes a first solution for a data
centric RBAC approach, offering an
alternative to the ABAC model. An RBAC
approach would be closer to current access
control methods, resulting more natural to
apply for access control enforcement than
ABE-based mechanisms. In terms of
expressiveness, it is said that ABAC
supersedes RBAC since roles can be

represented as attributes.
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However, when it comes to data-centric
approaches in which data is encrypted,
ABAC solutions are constrained by the
expressiveness of  ABE schemes. The
cryptographic operations used in ABE
usually restrict the level of
expressiveness for access control rules. A
data-centric approach is used for data self-
protection, where novel cryptographic
techniques such as Proxy Re-Encryption
Encryption (PRE),
Encryption (IBE) and ldentity Based Proxy

Re-Encryption (IBPRE) are used. They

Identity-Based

allow to re-encrypt data from one key to
another without getting access and to use
identities in cryptographic operations. These
techniques are used to protect both the data
and the authorization model. Each piece of
data is ciphered with its own encryption key
linked to the authorization model and
rulesare  cryptographically  protected to
preserve data against the service provider
access or misbehavior when evaluating the
rules. It also combines a user-centric
approach for authorization rules, where the
data owner can define a unified access
control policy for his data. The solution
enables a rule-based approach for
authorization in Cloud systems where rules
are under control of the data owner and
access control computation is delegated to
the CSP, but making it unable to grant

access to unauthorize parties.
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Il. RELATED WORK

Several data-centric approaches,
mostly based on Attribute-based Encryption
(ABE), have arisen for data protection in the
Cloud. In ABE, the encrypted cipher text is
labeled with a set of attributes by the
data owner. Users also have a set of
attributes defined in their private keys.
They would be able to access data (i.e.
decrypt it) or not depending on the match
between cipher text and key attributes. The
set of attributes needed by a user to decrypt
the data is defined by an access structure,
which is specified as a tree with  AND and
OR nodes. There are two main
approaches for ABE depending on
where the access structure  resides:
Key-Policy ABE (KP-ABE) and Cipher
text- Policy ABE (CP-ABE). In KFP-
ABE the access structure or policy is
defined within the private keys of
users. This allows encrypting data
labeled with attributes and then controlling
the access to such data by delivering the
appropriate  keys to users. However, in
this case the policy is really defined by
the key issuer instead of the encrypted of
data, i.e. the data owner. So, the data
owner should trust the key issuer for this to
properly generate an adequate access policy.
To solve this issue, CP-ABE

proposes to include the access
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structure within the cipertext, which is
under control of the data owner. Then, the
key issuer just asserts the attributes of
users by including them in private keys.
However, either in KP- ABE or CP-ABE, the
expressiveness of the access control
policy is limited to combinations of
AND-ed or OR-ed attributes .So the
proposed system overcome this issues by
using RBAC technique

I11. PROPOSED SYSTEM

Several  data-centric  approaches,

mostly based on Attribute-based
Encryption (ABE), have arisen for data
protection in the Cloud. In ABE, the
encrypted cipher text is labeled with a set of
attributes by the data owner. Users also have a
set of attributes defined in their private
keys. They would be able to access data
(i.e. decrypt it) or not depending on the
match between cipher text and
keyattributes. The set of attributes needed by a
user to decrypt the data is defined by an
access structure, which is specified as a tree
with AND and OR nodes .There are  two
main approaches for ABE depending on
where the access structure resides: Key-Policy
ABE (KP-ABE) and Ciphertext-Policy ABE
(CP-ABE).In KP-ABE the access structure or
policy is defined within the private keys of
users. This allows encrypting data labeled

with attributes and then controlling the access
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to such data by delivering the
appropriate keys to users. However, in this
case the policy is really defined by the key
issuer instead of the encrypted of data, i.e.
the data owner. So, the data owner should
properly
generate an adequate access policy. To

trust the key issue for this to

solve this issue, CP-ABE proposes to
include the access structure within  the
cipertext, which is under control of the
data owner. Then, the key issuer just asserts
the attributes of users by including them
in private keys. However, both in KP-ABE
or CP-ABE,the expressiveness of the access
control policy is limited to combinations
of AND-ed and OR-ed attributes.

In proposed system we developed a
role based access control technique to
reduce the overhead of dataowners.so we
know that in existing the data owner
need to set individual privacy and they
need to be online everytime.so the
problem will be overcome by using our
new technique, in this technique we not
set individual privacy we set a privacy
for each and every role in the company
or anywhere the system is implementing.
So when we introduce role based access
control the overhead will reduce the
client no need to send request to the
owner to getting permission owner will
set the privacy when they upload file, the

privacy will be set according to the role. So
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if any new person will come inside a
particular role they will get the file that
set already to their role, so no need to
send or change privacy for the new
person in the system. To improve the
security we introduce or implement a
proxy re-encryption technique it will re
encrypt the file that owner is uploaded

double layer encryption is implemented

in our proposed system.
Set roles to employees, View roles and
Tequests 0 i
Manage and am;h\

7

s
- reencrypt and -
roles % upload files -~ g,
J /
\

/" Upload files

Figl: Architecture of
proposed system

When defining an

RBAC model, the following

conventions are useful:

S = Subject = A person or
automated agent

R = Role = Job function or title which

defines an authority level

P = Permissions = An approval of a mode of

access to a resource
SA = Subject Assignment

PA = Permission Assignment
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RH = Partially ordered Role Hierarchy. RH
can also be written: > (The notation: x >

y means that x inherits the permissions of

y.) outputs the plain text m resulting
of decrypting ca.This presents
the authorization model with enriched

Role- based Access Control expressiveness
used for SecRBAC. Secondary contribution
serves  to

of the paper and provide

the formalization basis for the data-
centric solution that will be specified in
following sections. An authorization model

determines the privileges that are granted to

subjects for accessing specific system
objects.
Organisation
role hierarchy ‘\“
#  Role | permission assignment|  Permission : Operation

T\
user assignment = :
: e R ......| Role Activation Constraint
User/Role Constraint |- = %

Subject Session

fig2: Ontology representing the authorization
model

IV.ALGORITHM

In this section, we overview
the concepts that form a foundation for
our research. These include AES encryption

and RAS decryption algorithm.
A AES ENCRYPTION

The more popular and widely adopted
symmetric encryption algorithm likely to be
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encountered nowadays IS the

Advanced Encryption Standard (AES). It is
found at least six time faster than triple
DES.

128-bit plaintext
|
l Round keys
(128 bits) —
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Pre-round
transformation Cipher key

(128, 192, or 256 bits)
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14 256
Round N,. Relationship between
(slightly different) number of rounds®)

and cipher key size

}

128-bit ciphertext

Fig 3:schematics of AES structure

B.CP-ABE
ENCRYPTION

CP-ABE (Ciphertext-Policy Attribute-
Based Encryption) with hidden
access control policy enables data owners
to share their encrypted data using cloud
storage with authorized  users  while
keeping the access control policies
blinded. However, a mechanism to
prevent users from achieving successive
access to a data owner’s certain number
of data objects, which present a conflict
of interest or whose combination thereof is
sensitive, has yet to be studied. In this
paper, we analyze the underlying
relations among these particular data
objects, introduce the concept of the
sensitive data set constraint, and propose

a CP-ABE access control scheme with
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hidden attributes for the sensitive
data set constraint. This scheme

incorporates extensible,  partially  hidden
constraint policy. In our scheme, due to the
separation of duty principle, the duties of
enforcing the access control policy and
the constraint policy are divided into
two independent entities to  enhance
security. The hidden constraint policy
provides flexibility in that the data owner
can partially change the sensitive data
set constraint structure after the system has

been set up.

Figd: CP-ABE encryption and decryption
process

AES comprises three block ciphers: AES-
128, AES-192 and AES-256. Each cipher
encrypts and decrypts data in blocks
of128 bits using cryptographic keys of
128-,192- and  256-bits, respectively.
The Rijndael cipher was designed to
accept additional block sizes and key
lengths, but for AES, those functions were

not adopted.

V.IMPLEMENTATION AND
PERFORMANCE
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In turn, in an IBE scheme, the length
of the identities used for the
cryptographic operations may also affect
the execution times. Another test has
been done by varying the length of the
identities from 8 to
512 bytes by incrementing in 64 bytes
for each execution set results show a

constant execution time for all functions.

decrypt

10 20 30 40 SO 60 70 &0 30 10 1030 30 40 50 €2 70 %0 90 100

Re-arcrypticas Re-emcryprom

The future enhanced into regeneration of
files by using SBA Algorithm. The seed
block  algorithmic  used in  cloud
computing for regeneration of our files in
some cases they gone to miss.SBA is very

useful in such cases.
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Fig5:Times change the length of encrypted
data
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